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ABSTRACT: Safety-critical embedded software for autonomous vehicles must meet stringent coding standards 

imposed by ISO 26262 (Functional Safety for Road Vehicles) and its associated guidance on software development 

practices, including adherence to MISRA C coding guidelines. Manually enforcing these standards at the scale of a 

modern autonomous driving software organization - with hundreds of developers, dozens of repositories, and multiple 

daily integration events - is operationally infeasible and introduces unacceptable latency between the introduction of a 

violation and its detection. This article presents the design, implementation, and quantitative evaluation of an 

automated static analysis gating infrastructure that enforces ISO 26262 and MISRA C:2012 compliance at every pull-

request boundary in a Jenkins-based CI/CD pipeline. The system integrates two complementary static analysis tools - 

SonarQube and Klocwork - each serving a distinct role in the compliance posture: SonarQube for broad code-quality 

metrics, security hotspot detection, and technical debt tracking, and Klocwork for deep safety-critical defect detection 

aligned to the MISRA C:2012 rule taxonomy and ISO 26262 ASIL (Automotive Safety Integrity Level) classifications. 

We describe the dual-tool architecture, the quality gate and ASIL-aware severity mapping, the Jenkins Shared Library 

integration, the MISRA deviation log workflow, and the suppression governance model. Quantitative results from a 

six-month production deployment demonstrate a 92.5% reduction in critical MISRA violations reaching code review 

and an 84.2% reduction in safety-critical defects discovered in integration testing, with an end-to-end pipeline overhead 

of approximately 27 minutes per build. 

 

KEYWORDS: ISO 26262, MISRA C:2012, static analysis, SonarQube, Klocwork, ASIL, CI/CD pipeline, Jenkins, 

DevSecOps, functional safety, autonomous vehicles, code quality gates, deviation management. 

 

I. INTRODUCTION 

 

The automotive software industry is undergoing a fundamental transformation. Whereas traditional vehicle software 

shipped on embedded microcontrollers with well-bounded, manually verified codebases, the modern autonomous 

driving stack is a multi-million-line, polyglot software system spanning perception, planning, simulation, and human-

machine interface components. Delivering this software safely - and doing so at the cadence that competitive 

development demands - requires that coding standard compliance be treated as a continuous, automated property of the 

build pipeline rather than a periodic, manual audit event. 

 

ISO 26262, the international standard for functional safety of road vehicles, establishes requirements for the entire 

safety lifecycle of automotive software, from hazard analysis and risk assessment through design, implementation, 

verification, and validation. At the software implementation level, ISO 26262 Part 6 specifically recommends the use of 

coding guidelines such as MISRA C as a means of achieving the software unit design and implementation goals 

assigned to each Automotive Safety Integrity Level (ASIL). For ASIL B and above, adherence to MISRA C is not 

merely recommended - it is a standard expectation during certification audits, and deviations must be individually 

justified, documented, and approved. 

 

MISRA C:2012 - the current edition of the Motor Industry Software Reliability Association's C language guidelines - 

defines 126 rules and 16 directives governing the use of the C programming language in safety-critical systems. These 

rules target the classes of C language behavior that are most likely to introduce subtle, hard-to-reproduce defects: 

implementation-defined behavior, undefined behavior, unsequenced side effects, pointer arithmetic, and type 

conversion. Enforcing all 126 rules manually across a large codebase is impractical; it requires automated tooling that 

can analyze code at the depth required to detect inter-procedural, pointer-aliasing, and dataflow violations. 
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This article makes the following contributions: 

• A dual-tool static analysis architecture combining SonarQube and Klocwork, with clearly defined and non-

overlapping roles for each tool in the compliance posture. 

• A Jenkins Shared Library that integrates both tools into a single pipeline with fail-closed quality gate semantics and 

ASIL-aware severity mapping. 

• A MISRA deviation management workflow that integrates with Jira for tracking, approval, and audit-trail 

generation, meeting the documentation requirements of ISO 26262 Part 6. 

• A suppression governance model that prevents unauthorized suppression of safety-critical findings while permitting 

justified deviations for findings that are demonstrably not safety-relevant in context. 

• Quantitative evaluation results from a six-month production deployment, including defect reduction rates, mean-

time-to-detect improvements, and analysis of the pipeline overhead introduced by dual-tool scanning. 

The remainder of this article is structured as follows. Section 2 provides background on ISO 26262, MISRA C:2012, 

and the static analysis tool landscape. Section 3 describes the dual-tool architecture and quality gate design. Section 4 

details the CI/CD integration. Section 5 covers deviation management. Section 6 presents evaluation results. Section 7 

discusses operational lessons. Section 8 surveys related work. Section 9 concludes. 

 

II. BACKGROUND 

 

2.1  ISO 26262 and Software Implementation Requirements 

ISO 26262 was first published in 2011 as an adaptation of the general functional safety standard IEC 61508 to the 

specific requirements of road vehicle electronics [1]. The standard defines four ASILs - A through D, in increasing 

order of safety integrity - and maps each level to a set of required and recommended development methods. For ASIL 

D, the highest level, virtually all recommended methods become effectively mandatory through the audit and 

certification process. 

ISO 26262 Part 6, covering the software product development phase, addresses: 

• Software unit design and implementation, including the use of defensive programming practices and coding 

guidelines. 

• Software unit verification, including static analysis, code reviews, and dynamic testing. 

• Software integration testing, including the verification of interfaces and interaction between software components. 

• Software qualification testing, including requirements-based testing at the software level. 

Table 1 below summarizes the relationship between ASIL levels, MISRA C compliance requirements, and static 

analysis tool obligations as interpreted in our deployment context. 

 

Table 1: ISO 26262 ASIL Levels vs. MISRA C and Static Analysis Requirements 

 

ASIL Level 
Safety 

Integrity 

MISRA C 

Subset 
Mandatory Rules Static Tool Requirement 

QM No safety req. Optional No mandatory static 

analysis 

Recommended 

ASIL A Low Advisory Subset of MISRA C:2012 

advisory rules 

Recommended; documented 

deviations 

ASIL B Medium Required All mandatory MISRA 

C:2012 rules enforced 

Required; automated gating 

in CI 

ASIL C High Required+ Mandatory + advisory 

rules; formal deviation log 

Required; gate blocks merge 

on violation 

ASIL D Highest Full All MISRA C:2012 rules; 

zero tolerance policy 

Mandatory; dual-tool 

verification required 

 

2.2  MISRA C:2012 

MISRA C:2012 superseded the earlier MISRA C:2004 edition with a broader rule set, clearer rationale documentation, 

and a three-tier classification system [2]. Each rule or directive is classified as: 
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• Mandatory - compliance is required without exception. No deviation is permitted. The 35 mandatory rules address 

behaviors that are universally unsafe, such as the use of setjmp/longjmp, the modification of a declared const object, or 

the use of undefined or unspecified behavior. 

• Required - compliance is expected; deviations are permitted only with documented justification and approval. The 

majority of MISRA C:2012 rules fall into this category. 

• Advisory - compliance is recommended; deviations are permitted with lighter documentation requirements. 

Table 3 in Section 6 presents the coverage of MISRA C:2012 rule categories by our deployed tool configuration. The 

full rule taxonomy spans expressions and operators, declarations and definitions, control flow, memory and pointer 

management, preprocessing directives, and standard library usage. 

 

2.3  Static Analysis in Safety-Critical Development 

Static analysis - the automated examination of source code without execution - has been a recognized technique for 

defect detection in safety-critical software since at least the late 1990s. Its role in ISO 26262 compliance is threefold: 

• Coding standard enforcement: detecting violations of MISRA C rules and other coding guidelines that would be 

prohibitively expensive to find through manual code review alone. 

• Defect detection: identifying classes of defects - null pointer dereferences, buffer overflows, use-after-free, division 

by zero, integer overflow - that are absent from unit tests but can cause safety failures at runtime. 

• Metrics collection: quantifying technical debt, code complexity (cyclomatic, cognitive), duplication, and coverage 

of comments, supporting the continuous monitoring requirements of ISO 26262's software safety lifecycle. 

 

The static analysis tool landscape for safety-critical C development includes several commercial and academic 

offerings. Our deployment selects two complementary tools - SonarQube and Klocwork - based on their distinct 

strengths, their maturity in automotive development environments, and their available integration points with Jenkins 

pipelines. Table 2 presents a structured comparison of the two tools across the attributes most relevant to our 

deployment. 

 

Table 2: SonarQube vs. Klocwork - Comparative Analysis 

 

Attribute SonarQube Klocwork 

Primary Focus Code quality, security hotspots, 

technical debt 

Safety-critical defect detection, MISRA 

compliance 

Standards Support OWASP Top 10, CWE, custom rules 

via plugins 

MISRA C:2004/2012, ISO 26262, DO-

178C, CWE 

Analysis Depth Dataflow, taint analysis, code smells Deep inter-procedural, pointer aliasing, 

concurrency 

CI Integration SonarScanner; native Jenkins, GitHub 

Actions plugins 

kwinject build capture; Jenkins plugin; 

REST API 

Quality Gate Configurable: blocker/critical threshold 

breaks build 

Severity-based; safety taxonomy maps 

to ASIL levels 

False Positive Rate Moderate; tunable via issue exclusion 

rules 

Low for safety defects; higher for 

advisory MISRA rules 

Reporting Web dashboard; CSV/XML export; PR 

decoration 

Compliance report; MISRA deviation 

log; audit trail 

Licensing Model Community (open source) + Enterprise 

tiers 

Commercial; per-seat or server license 
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III. DUAL-TOOL ARCHITECTURE AND QUALITY GATE DESIGN 

 

3.1  Architectural Rationale 

The decision to deploy two static analysis tools in tandem - rather than selecting a single tool - was driven by the 

observation that SonarQube and Klocwork occupy distinct and largely non-overlapping positions in the analysis 

landscape: 

• SonarQube excels at broad code-quality analysis, technical debt quantification, and security hotspot detection using 

pattern-based and dataflow rules. Its web dashboard provides an accessible, developer-facing view of quality trends 

over time, and its pull-request decoration feature surfaces findings directly in the version-control system's review 

interface. However, SonarQube's MISRA C coverage, while substantial for a general-purpose tool, does not cover the 

full rule set - particularly rules requiring deep inter-procedural pointer analysis. 

• Klocwork is purpose-built for safety-critical embedded software. Its analysis engine performs deep inter-procedural 

symbolic execution, tracking pointer aliasing, concurrency hazards, and integer arithmetic edge cases across function 

boundaries. Its MISRA C:2012 rule coverage is the most comprehensive available in a commercial tool, and its safety 

taxonomy maps directly to ISO 26262 ASIL levels, enabling ASIL-aware gate thresholds that block merges only when 

the detected finding is safety-relevant at the ASIL level of the component under analysis. 

 

The dual-tool approach means that any finding must satisfy both tools' quality gates before a pull request is eligible for 

merge. Findings detected by only one tool are still actionable but are subject to different gate severities depending on 

which tool raised them. 

 

3.2  ASIL-Aware Severity Mapping 

Not every Klocwork finding is equally critical in a mixed-ASIL codebase. A null-pointer dereference in an ASIL D 

perception component is categorically more serious than the same finding in a QM-classified logging utility. The 

quality gate configuration implements ASIL-aware severity mapping: 

• ASIL D components - Any Klocwork finding at severity Critical, Error, or Warning blocks the merge. Advisory 

findings generate a non-blocking annotation but are tracked in the deviation log. 

• ASIL C components - Critical and Error findings block the merge. Warning-level findings require a deviation log 

entry before the merge can proceed but do not automatically block. 

• ASIL B components - Critical findings block the merge. Error and Warning findings require a deviation log entry 

within 5 business days of merge. 

• ASIL A and QM components - Critical findings block the merge. Lower-severity findings are tracked but do not 

gate merge eligibility. 

SonarQube gates apply uniformly across all ASIL levels: any finding classified as a Blocker in SonarQube's severity 

taxonomy blocks the merge, and any finding classified as Critical generates a required deviation log entry. SonarQube's 

quality gate additionally enforces minimum coverage thresholds and maximum duplication percentages, irrespective of 

ASIL level. 

 

3.3  Quality Gate Configuration 

The quality gate for each pull request is evaluated in the following sequence: 

1. The Klocwork build capture agent (kwinject) intercepts the component's build system invocation and records 

compiler arguments, include paths, and source file lists into a build specification file. 

2. The Klocwork analyzer runs over the build specification and emits a findings database. The Jenkins Shared Library 

queries this database against the ASIL-aware thresholds for the component's declared safety level. 

3. If any finding exceeds the blocking threshold for the component's ASIL level, the pipeline is marked failed and the 

pull request is annotated with a list of blocking findings. The merge is prevented by a required-status-check policy in 

the version-control system. 

4. If no blocking findings are present but deviation-log-required findings exist, the pipeline marks the pull request with 

a 'Deviation Required' status. The merge is not blocked, but the Jira integration automatically creates a deviation log 

ticket and links it to the pull request. 

5. SonarQube analysis runs in parallel with Klocwork. The SonarScanner submits results to the SonarQube server, 

which evaluates the configured quality gate and reports pass/fail as a pull-request status check. A SonarQube quality 

gate failure blocks the merge independently of the Klocwork result. 

6. Both results must be passing for the automated merge eligibility check to clear. 
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IV. CI/CD INTEGRATION 

 

4.1  Jenkins Shared Library Design 

As with our broader DevOps platform, all static analysis logic is encapsulated in a Jenkins Shared Library that exposes 

a single pipeline step - analyzeAndGateCompliance() - to application team Jenkinsfiles. This encapsulation provides: 

• Uniformity - every component repository uses identical analysis configurations, quality gate thresholds, and 

deviation log integration logic, preventing inconsistencies that would undermine the compliance posture. 

• Maintainability - updates to MISRA rule configurations, ASIL-severity mappings, or SonarQube quality gate 

definitions are made in one place and propagate to all pipelines on the next build. 

• Auditability - the Shared Library repository is write-protected by branch policies and requires security-team code 

review for changes to gate thresholds, suppression lists, or deviation management integration. No team can silently 

weaken their compliance requirements. 

• ASIL isolation - the Shared Library reads each component's declared ASIL level from a structured metadata file 

(component.yaml) committed alongside its source code and applies the appropriate gate configuration without requiring 

any per-team customization. 

 

4.2  Build System Integration 

Klocwork's build capture model requires intercepting the actual compiler invocation to produce an accurate build 

specification. Our build environment uses a combination of CMake and Bazel as build systems, each requiring slightly 

different integration approaches: 

• CMake builds use kwinject as a build wrapper: cmake --build is invoked through kwinject, which transparently 

records all compiler invocations while allowing the build to proceed normally. The resulting kwinject.out file is used as 

input to kwbuildproject for analysis. 

• Bazel builds use Bazel's action tracing capability (--execution_log_binary_file) to capture compiler invocations, 

which are then translated into a Klocwork-compatible build specification using a custom converter included in the 

Shared Library. 

SonarQube integration is simpler: SonarScanner is configured with project properties derived from component.yaml 

(project key, ASIL level, source roots, exclusion patterns) and is invoked post-build on the compiled sources and test 

result files. 

 

4.3 Pipeline Stage Summary 

Table 4 below summarizes the key stages of the compliance pipeline, their associated tools, typical durations, gate 

actions, and applicable ASIL scope. 

 

Table 4: CI/CD Pipeline Stage Summary - Compliance Gating 

 

Pipeline Stage Tool Avg. Duration Gate Action on Failure ASIL Scope 

Build capture (kwinject) Klocwork ~3 min Abort pipeline 

immediately 

B, C, D 

Klocwork analysis Klocwork ~18 min Block merge on 

Critical/Error 

A, B, C, D 

SonarQube scan SonarQube ~9 min Block merge on Quality 

Gate fail 

All 

MISRA deviation review Both + Jira ~2 min 

(automated) 

Flag unresolved 

deviations 

B, C, D 

Post-merge audit emit Jenkins + S3 ~1 min Non-blocking; alert on 

failure 

All 

 

4.4  Parallel Execution and Build Time Optimization 

Running both Klocwork and SonarQube analyses sequentially on large components would introduce unacceptable 

pipeline latency. The Shared Library orchestrates analysis in two parallel branches: 
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• Branch A: Klocwork build capture → Klocwork analysis → ASIL-aware threshold evaluation → Jira deviation 
ticket creation (if applicable). 

• Branch B: SonarScanner invocation → wait for SonarQube server analysis → quality gate status polling. 
Both branches execute concurrently using Jenkins' parallel step primitive. The pipeline waits for both to complete 

before evaluating the combined merge eligibility status. This reduces total pipeline overhead by approximately 40% 

compared to sequential execution, bringing the median end-to-end compliance pipeline duration from approximately 46 

minutes to approximately 27 minutes. 

 

To further reduce Klocwork analysis time on incremental changes, the Klocwork server's differential analysis feature is 

enabled. For pull requests that modify fewer than 20% of a component's source files, Klocwork performs incremental 

analysis over only the changed translation units and their inter-procedural call graph neighbors, rather than a full-

codebase reanalysis. This reduces median Klocwork analysis duration from 18 minutes (full analysis) to 7 minutes 

(incremental) for typical pull-request-sized changes. 

 

V. MISRA DEVIATION MANAGEMENT 

 

5.1  Deviation Workflow 

ISO 26262 does not prohibit MISRA C deviations - it requires that deviations be documented, justified, reviewed, and 

approved through a defined process. Our deviation management workflow integrates the static analysis pipeline directly 

with Jira to automate the creation, tracking, and audit of deviation records: 

1. When a finding is classified as deviation-log-required (rather than blocking), the Shared Library's post-analysis step 

automatically creates a Jira issue in the project's Compliance Deviations board. 

2. The Jira issue is pre-populated with the finding's MISRA rule identifier, the file and line location, the Klocwork 

finding ID, the component's ASIL level, the pull-request URL, and the committer's identity. 

3. The issue enters a Pending Justification state. The developer who introduced the finding is automatically assigned 

the issue and must provide a written justification explaining why the finding is either not reachable at runtime, 

demonstrably safe in context, or infeasible to remediate without violating a higher-priority architectural constraint. 

4. A designated safety reviewer - a member of the component's functional safety team - reviews the justification and 

either approves or rejects the deviation. 

5. Approved deviations are recorded in a deviation register that is exported as a structured artifact at each release 

build, forming part of the software safety case documentation required by ISO 26262. 

6. Rejected deviations require remediation before the next build attempt; the pipeline continues to flag the finding as 

deviation-log-required until it is either fixed in code or the rejection is appealed through the safety team's change 

control process. 

 

5.2  Suppression Governance 

Both SonarQube and Klocwork provide inline suppression mechanisms that allow developers to annotate code with 

directives that cause the tool to ignore a specific finding at a specific location. Unrestricted use of suppression would 

undermine the compliance posture - a developer under deadline pressure could suppress a safety-critical finding 

without creating any audit record. The Shared Library implements suppression governance: 

• Klocwork suppressions (// KLOCWORK inline annotations) are scanned by a pre-analysis linting step. Any 

suppression of a finding above a configurable severity threshold in an ASIL B or higher component is flagged as an 

unauthorized suppression, which fails the pipeline with a more severe gate status than the original finding would have. 

• SonarQube issue suppression (// NOSONAR annotations) is similarly governed. The Shared Library's pre-scan lint 

step counts NOSONAR annotations introduced in the diff and fails the pipeline if any new annotation is added in an 

ASIL-classified source file without a corresponding Jira deviation ticket number cited in the annotation comment. 

• A monthly suppression audit report is generated from the Klocwork database and the SonarQube API, listing all 

active suppressions by component, ASIL level, and suppression age. Suppressions older than 90 days that have not 

been converted to approved deviations in the Jira register are escalated to the component's safety engineer for review. 

 

VI. EVALUATION 

 

6.1  Tool Coverage Analysis 

We evaluated the MISRA C:2012 rule coverage of our Klocwork and SonarQube configurations across the six rule 

categories defined in the MISRA C:2012 standard. Table 3 presents the coverage results. 
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Table 3: MISRA C:2012 Rule Coverage by Category and Tool 

 

Rule Category Total Rules Mandatory 
Klocwork 

Coverage 

SonarQube 

Coverage 

Expressions and Operators 34 8 97% 82% 

Declarations and Definitions 27 6 96% 78% 

Control Flow 18 5 100% 89% 

Memory and Pointers 22 9 100% 71% 

Preprocessing Directives 15 3 93% 80% 

Standard Libraries 10 4 90% 65% 

Total 126 35 96.8% 78.6% 

 

Klocwork achieves 96.8% overall coverage of MISRA C:2012 rules in our configured ruleset, with 100% coverage of 

the Control Flow and Memory and Pointer categories - precisely the categories most directly linked to runtime safety 

failures in embedded C code. The lower coverage in the Standard Libraries category (90%) reflects a subset of rules 

that require dynamic analysis to verify (e.g., ensuring that malloc return values are always checked) and that are 

addressed through complementary dynamic testing rather than static analysis alone. 

 

SonarQube's 78.6% overall coverage reflects its general-purpose rather than safety-specific design. The gap is 

concentrated in the Memory and Pointers (71%) and Standard Libraries (65%) categories, where deep inter-procedural 

analysis is required - precisely Klocwork's strength. This complementarity validates the dual-tool approach: the 

categories where SonarQube coverage is weakest are covered most thoroughly by Klocwork. 

 

6.2  Defect Reduction and Pipeline Metrics 

Table 5 presents the key operational metrics from the six-month production deployment period (August 2020 through 

January 2021), comparing pre-rollout and post-rollout figures. 

 

Table 5: Defect Reduction and Operational Metrics - Six-Month Production Deployment 

 

Metric Pre-Rollout Post-Rollout Change 
Observation 

Period 

Critical MISRA violations 

reaching review 

147 / month 11 / month −92.5% 6 months 

Safety-critical defects found in 

integration testing 

38 / sprint 6 / sprint −84.2% 6 months 

Mean time to detect coding 

standard violation 

4.2 days < 8 minutes −99.9% 6 months 

Deviation log entries (MISRA 

suppressed findings) 

N/A (no log) 214 entries Full traceability Cumulative 

Build pipeline duration 

increase (overhead) 

Baseline +27 min avg. +22% of total CI 

time 

6 months 

 

6.3  Analysis of Results 

The 92.5% reduction in critical MISRA violations reaching code review reflects the shift-left effect of catching 

violations at the pull-request boundary rather than during periodic manual review. Before deployment, MISRA 

compliance was enforced through quarterly code audits; violations introduced months earlier required context 
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reconstruction and frequently caused significant rework. Post-deployment, violations are surfaced to the developer 

within 8 minutes of the offending commit - within the cognitive window of active development - dramatically reducing 

remediation cost. 

 

The 84.2% reduction in safety-critical defects found in integration testing is the more consequential metric from a 

safety engineering perspective. Integration testing in the autonomous driving domain is expensive - it requires test 

vehicles, specialized hardware, and safety-driver oversight - and its duration is a significant bottleneck in the release 

cycle. Reducing the defect escape rate from unit-level static analysis to integration testing directly accelerates release 

cadence while improving the quality of software submitted to integration. 

 

The 22% increase in CI pipeline duration (approximately 27 minutes of overhead) was initially a source of developer 

concern. Mitigation measures - differential Klocwork analysis, parallel execution of the two tool branches, and 

incremental SonarQube analysis - reduced this overhead from an initial 46 minutes to the current 27 minutes. 

Developer surveys conducted at the 3-month mark indicated that the quality improvement was perceived as justifying 

the overhead, particularly after the first set of safety-critical defects was caught by the pipeline that had previously 

reached integration testing. 

 

VII. OPERATIONAL LESSONS 

 

7.1  Developer Adoption and Cultural Change 

The most significant non-technical challenge in deploying mandatory static analysis gating was developer adoption. 

Several patterns emerged during the rollout: 

• Initial resistance to pipeline overhead - developers accustomed to fast CI feedback found the additional 27 minutes 

disruptive. This was addressed through transparent communication of the safety rationale, demonstration of defects 

caught in the first week of deployment, and the incremental analysis optimization that reduced overhead for typical 

pull-request-sized changes. 

• Inappropriate suppression attempts - in the first two weeks of deployment, several developers attempted to suppress 

Klocwork findings using inline annotations to restore their previous merge velocity. The suppression governance lint 

step caught all such attempts and generated visible pipeline failures, after which the suppression rate dropped sharply 

and remained low. 

• Deviation log quality - initial deviation justifications were frequently insufficient for safety review approval. We 

developed a structured justification template that prompts developers to address reachability, runtime impact, and 

remediation feasibility, which improved first-pass approval rates from approximately 45% to approximately 78%. 

 

7.2  False Positive Management 

No static analysis tool achieves zero false positives. Unmanaged false positives erode developer trust in the tool and 

motivate suppression - the opposite of the desired outcome. Our false positive management approach: 

• Klocwork finding triage - new finding categories introduced after each Klocwork version upgrade are reviewed by 

the safety engineering team before being promoted to blocking status. This prevents a tool upgrade from introducing a 

flood of false positives that immediately block all merges across the codebase. 

• Project-level exclusion patterns - third-party library code, generated code (e.g., from IDL compilers and model-

based code generators), and test harness code are excluded from MISRA analysis through SonarQube project property 

exclusion rules and Klocwork path filters. These files are not safety-relevant and should not be held to MISRA 

compliance. 

• Documented false-positive registry - confirmed false positives (findings where the tool's conclusion is demonstrably 

incorrect) are recorded in a project-level false-positive registry with the Klocwork finding ID, the rationale, and the 

reviewer's identity. Registry entries are reviewed during each Klocwork version upgrade to confirm that the false 

positive has not been corrected in the new version. 

 

7.3  Multi-ASIL Codebase Complexity 

The autonomous driving codebase is not uniformly ASIL D. Different components carry different ASIL designations 

based on their contribution to safety-relevant system functions. Managing a multi-ASIL codebase in a single pipeline 

infrastructure requires: 

• Accurate ASIL metadata in component.yaml - incorrect ASIL declarations result in either under-gating (safety-

critical components treated as QM) or over-gating (QM components blocked by ASIL D thresholds, degrading 

developer velocity without safety benefit). An ASIL accuracy audit is conducted quarterly, cross-referencing pipeline 

metadata against the official safety case documentation. 
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• Boundary enforcement at component interfaces - code that calls across ASIL-level boundaries must be reviewed for 

freedom from interference, per ISO 26262 Part 9. The pipeline flags cross-ASIL calls detected by Klocwork's inter-

procedural analysis for mandatory safety review. 

• Consistent treatment of shared utilities - utility libraries used by components at multiple ASIL levels are assigned 

the ASIL level of their highest-ASIL consumer, ensuring that the analysis threshold is appropriate for all use contexts. 

 

VIII. RELATED WORK 

 

The integration of static analysis into CI/CD pipelines for safety-critical software has been studied extensively since the 

formalization of ISO 26262 in 2011. Broy et al. [3] provide a comprehensive treatment of software quality assurance in 

automotive systems, establishing the foundational argument for tool-supported coding standard enforcement. Cadar and 

Sen [4] survey symbolic execution techniques underlying tools such as Klocwork, contextualizing the depth of analysis 

that distinguishes safety-critical tools from general-purpose linters. 

 

Liggesmeyer [5] addresses the specific challenge of MISRA C compliance in automotive embedded systems, analyzing 

the rule categories most frequently violated in practice and their correlation with in-field defect reports. Our rule 

coverage analysis in Section 6.1 is informed by the categorization methodology proposed in that work. Emanuelsson 

and Nilsson [6] compare static analysis tools for C and C++, providing empirical false-positive and false-negative rates 

that contextualize our Klocwork and SonarQube coverage figures. 

 

The DevSecOps integration of static analysis - specifically the shift-left model in which analysis runs at the pull-request 

boundary rather than in periodic audits - is analyzed by Mooney et al. [7] in the context of general software 

development. Our work extends this model to the safety-critical domain, where the gate semantics must be ASIL-aware 

rather than uniform, and deviation management must satisfy formal documentation requirements. 

 

Deviation management for MISRA C compliance is addressed in the MISRA C:2012 standard itself [2] and in 

supplementary MISRA guidance documents [8], which specify the minimum content of a deviation record and the 

required approval process. Our Jira-integrated workflow operationalizes these requirements in an automated pipeline 

context, building on prior work by Fenelon et al. [9] on safety case argumentation in agile development environments. 

 

The use of dual or multiple complementary static analysis tools has been explored in academic contexts [10] and is 

recommended by the NIST Source Code Security Analysis guidelines [11] for security-critical software. Our 

deployment extends this recommendation to the safety-critical automotive domain, providing empirical evidence that 

the coverage complementarity observed in academic comparisons translates to meaningful defect reduction in 

production. 

 

IX.  CONCLUSION 

 

This article has presented a production-grade static analysis gating infrastructure that enforces ISO 26262 and MISRA 

C:2012 compliance at the pull-request boundary in a Jenkins-based CI/CD pipeline for autonomous driving software. 

The dual-tool architecture - combining SonarQube's broad code-quality analysis with Klocwork's deep safety-critical 

defect detection - provides more comprehensive MISRA C:2012 rule coverage than either tool alone, while the ASIL-

aware quality gate configuration ensures that gate thresholds are calibrated to the safety significance of each component 

rather than applied uniformly. 

 

The key contributions of this work are: 

• A dual-tool architecture with clearly defined and complementary roles for SonarQube (code quality, security 

hotspots, broad MISRA coverage) and Klocwork (deep inter-procedural analysis, safety-critical defect detection, full 

MISRA C:2012 mandatory rule coverage). 

• A Jenkins Shared Library providing ASIL-aware gate semantics, fail-closed enforcement, and transparent deviation 

log integration that meets ISO 26262 Part 6 documentation requirements. 

• A suppression governance model that prevents unauthorized suppression of safety-critical findings while enabling 

justified deviations through a structured, auditable workflow. 

• Quantitative evidence - a 92.5% reduction in critical MISRA violations reaching code review and an 84.2% 

reduction in safety-critical defects found in integration testing - demonstrating the effectiveness of shift-left static 

analysis gating in a production autonomous vehicle software environment. 
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Future work will explore the integration of model-based code generation pipelines (from tools such as Simulink) into 

the same compliance gating infrastructure, and the extension of ASIL-aware analysis to C++ components using 

AUTOSAR C++14 as the target coding standard. 

 

REFERENCES 

 

[1]  International Organization for Standardization. (2011). "ISO 26262: Road Vehicles - Functional Safety." Geneva: 

ISO. Parts 1–10. First edition, November 2011. 

[2]  MISRA Consortium. (2013). "MISRA C:2012 - Guidelines for the Use of the C Language in Critical Systems." 

Nuneaton: MIRA Limited. March 2013. 

[3]  Broy, M., Kruger, I. H., Pretschner, A., and Salzmann, C. (2007). "Engineering Automotive Software." 

Proceedings of the IEEE, 95(2):356–373. 

[4]  Cadar, C., and Sen, K. (2013). "Symbolic Execution for Software Testing: Three Decades Later." Communications 

of the ACM, 56(2):82–90. 

[5]  Liggesmeyer, P. (2009). "Software-Qualität: Testen, Analysieren und Verifizieren von Software." Heidelberg: 

Spektrum Akademischer Verlag. 2nd edition. 

[6]  Emanuelsson, P., and Nilsson, U. (2008). "A Comparative Study of Industrial Static Analysis Tools." Electronic 

Notes in Theoretical Computer Science, 217:5–21. 

[7]  Mooney, J., Bhatt, S., and Smith, C. (2019). "Shifting Left: Static Analysis Integration in Modern CI/CD 

Pipelines." Proceedings of the 41st International Conference on Software Engineering (ICSE), NIER Track. IEEE. 

[8]  MISRA Consortium. (2016). "MISRA Compliance:2016 - Achieving Compliance with MISRA Coding 

Guidelines." Nuneaton: MIRA Limited. 

[9]  Fenelon, P., and McDermid, J. A. (1993). "An Integrated Toolset for Software Safety Argumentation." Proceedings 

of the 12th International Conference on Computer Safety, Reliability and Security (SAFECOMP 1993). Springer. 

[10]  Chess, B., and West, J. (2007). "Secure Programming with Static Analysis." Boston: Addison-Wesley 

Professional. 

[11]  National Institute of Standards and Technology. (2012). "NIST Special Publication 500-291: NIST Cloud 

Computing Standards Roadmap." Gaithersburg: NIST. June 2012. 

[12]  Hatton, L. (1995). "Safer C: Developing Software for High-Integrity and Safety-Critical Systems." London: 

McGraw-Hill. 

[13]  Holzmann, G. J. (2006). "The Power of 10: Rules for Developing Safety-Critical Code." IEEE Computer, 

39(6):95–99. 

[14]  Seacord, R. C. (2013). "Secure Coding in C and C++." 2nd edition. Boston: Addison-Wesley. 

[15]  Object Management Group. (2014). "FACE Technical Standard, Edition 2.1." Object Management Group, 

December 2014. 

[16]  Jenkins Project. (2020). "Jenkins Shared Libraries Documentation." Jenkins CI. 

https://www.jenkins.io/doc/book/pipeline/shared-libraries/. Accessed January 2021. 

[17]  Perforce Software. (2020). "Klocwork Static Code Analysis 2020.3 Documentation." Perforce Software Inc. 

https://docs.roguewave.com/en/klocwork. Accessed February 2021. 

[18]  SonarSource SA. (2020). "SonarQube 8.5 Documentation." SonarSource. https://docs.sonarqube.org/8.5/. 

Accessed February 2021. 

[19]  AUTOSAR Consortium. (2017). "AUTOSAR C++14 Coding Guidelines." AUTOSAR Release 17-10. 

https://www.autosar.org. Accessed October 2020. 

[20]  Bass, L., Weber, I., and Zhu, L. (2015). "DevOps: A Software Architect's Perspective." Boston: Addison-Wesley 

Professional. 

http://www.ijirset.com/



	ABSTRACT: Safety-critical embedded software for autonomous vehicles must meet stringent coding standards imposed by ISO 26262 (Functional Safety for Road Vehicles) and its associated guidance on software development practices, including adherence to M...
	I. INTRODUCTION
	II. BACKGROUND
	2.1  ISO 26262 and Software Implementation Requirements
	2.2  MISRA C:2012
	2.3  Static Analysis in Safety-Critical Development

	III. DUAL-TOOL ARCHITECTURE AND QUALITY GATE DESIGN
	3.1  Architectural Rationale
	3.2  ASIL-Aware Severity Mapping
	3.3  Quality Gate Configuration

	IV. CI/CD INTEGRATION
	4.1  Jenkins Shared Library Design
	4.2  Build System Integration
	4.3 Pipeline Stage Summary
	4.4  Parallel Execution and Build Time Optimization

	V. MISRA DEVIATION MANAGEMENT
	5.1  Deviation Workflow
	5.2  Suppression Governance

	VI. EVALUATION
	6.1  Tool Coverage Analysis
	6.2  Defect Reduction and Pipeline Metrics
	6.3  Analysis of Results

	VII. OPERATIONAL LESSONS
	7.1  Developer Adoption and Cultural Change
	7.2  False Positive Management
	7.3  Multi-ASIL Codebase Complexity

	VIII. RELATED WORK
	IX.  CONCLUSION
	REFERENCES

